Privacy Notice for Job Applicants

Please read this notice carefully.

It provides information about how Tokushev & Partners Law Firm processes your personal data when you
apply for a position with us, including roles such as employee, associate, attorney, or intern.

(1) Data Controller

Tokushev & Partners Law Firm, which determines the purposes and means of data processing.
Contact for personal data matters: office @tokushev-lawoffice.com

(2) Categories of Personal Data Collected
We process the following categories of data necessary for recruitment and selection:

e Identification and contact details: name, address, email, telephone number, and the position
applied for.

e Education and qualifications: academic background, professional and additional qualifications,
language proficiency, memberships in professional organizations, specializations, certificates,
courses, awards, and achievements.

e Professional experience: previous employers, positions held, duration of employment, description
of duties and responsibilities.

¢ Additional information included in your CV, cover letter, or supporting documents, such as photo,
date of birth, marital status, and other optional data provided by you. Providing such information
is voluntary and not a requirement for applying.

e Communication and assessment data: interview results, tests, case studies, correspondence,
expected remuneration, and other related data.

If you do not wish to provide certain optional data, please do not include it in your application documents.

(3) Sources of Data
We receive your data:
e Directly from you (CV, cover letter, documents);
e From individuals involved in the selection process (interviewing partners at the firm);

e Inrare cases, from third parties or public sources, only if relevant to your application.

(4) Purposes and Legal Grounds for Processing
Main purposes:
e Reviewing applications and selecting candidates;

e Communicating with candidates and providing information during the recruitment process;
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e Complying with legal obligations and protecting the legitimate interests of the law firm.
Legal grounds:
e Taking steps at the candidate’s request prior to entering into a contract (Art. 6(1)(b) GDPR);

e The legitimate interest of the law firm to recruit suitable personnel, and of the candidate to
participate in the selection process, provided that such interests are balanced and not overridden
(Art. 6(1)(f) GDPR);

e Compliance with a legal obligation (Art. 6(1)(c) GDPR);

e Explicit consent of the candidate for future recruitment (Art. 6(1)(a) GDPR), which may be
withdrawn at any time without negative consequences.

If processing is based on our legitimate interest, you may object, and we will restrict processing until we
determine whether our legitimate grounds override yours.

Where processing is required by law, failure to provide your data may prevent us from fulfilling our
obligations (e.g., identity verification) and from concluding an employment or legal services agreement.

Withdrawal of consent will not affect the lawfulness of processing carried out before its withdrawal.

(5) Retention Periods

e Application documents are stored until the end of the recruitment process for the respective
position.

e If you are not selected, your data will be retained for up to 6 months after the process concludes.
e With your explicit consent, data may be kept for up to 1 year for future opportunities.

e In the event of legal disputes or regulatory requests, retention may be extended until final
resolution.

After expiry of the relevant period, data will be permanently deleted or anonymized.

(6) Access to Data

Access is restricted to persons involved in the recruitment process (partners, practice heads, and
prospective supervisors).

All persons with access are bound by confidentiality and use the data solely for professional purposes.

(7) Data Sharing
Data may be shared with:

e Service providers processing data on behalf of the law firm (technical support, hosting, online job
platforms);

e Business partners (courier and postal services, electronic services providers, insurers, notaries);
e Competent authorities when required by law or regulation (law enforcement, courts, regulators).

Personal data is stored in Bulgaria and is not transferred outside the EEA without a valid legal basis or
authorization by the Bulgarian Data Protection Commission.



(8) Why Your Data Is Needed

e Without identification and contact details, we cannot process your application or carry out
recruitment.

e Only the data necessary for achieving our recruitment objectives is collected.
e Inlimited cases, where explicitly indicated, providing certain information is not mandatory.

In particular, applicants are requested not to include personal identification numbers (EGN),
copies of ID cards, driving licences, passports, or residence permits in their application documents.

Failure to provide optional information will not affect your participation in the recruitment process.

(9) Rights of Candidates
You have the right to:
e Obtain information about the processing of your personal data;
e Access your data and receive a copy (one free copy maximum);
e Request correction or completion of inaccurate or incomplete data;
e Object to processing;
e Request restriction of processing under certain conditions;
e Request erasure of your data (“right to be forgotten”);
e Receive your data in a portable format, where technically feasible;
e Withdraw your consent at any time;
e Not be subject to automated decision-making — we do not process data in this way;

e File a complaint with the Commission for Personal Data Protection, Sofia 1592, 2 Prof. Tsvetan

Lazarov Blvd., email: kzld@cpdp.bg

(10) Data Storage and Protection
We apply appropriate technical and organizational measures to ensure data protection:
e Restricted access and confidentiality obligations;
e “Need-to-know” principle;
e Physical, electronic, and procedural safeguards ensuring confidentiality, integrity, and availability;

e Regular reassessment of the effectiveness of these measures.

(11) Other Important Information
e This notice applies only to personal data provided directly to the law firm.

e Data provided to third parties (e.g., recruitment agencies, couriers) is processed under their
respective privacy policies.

e This notice is effective as of 9 October 2025.
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